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1 Executive Summary

GoPaperless Agent is a pioneering middleware solution that revolutionizes dig-
ital signing by integrating Vietnam’s national digital identity platform, VNeID,
with popular applications such as Adobe, Microsoft Office, and specialized sys-
tems for tax and customs. By enabling seamless connectivity with licensed Re-
mote Signing Certification Authorities (CAs) and automating digital certificate
lifecycle management, GoPaperless Agent addresses the growing demand for se-
cure, efficient, and user-friendly digital signing solutions in Vietnam’s $16 billion
e-commercemarket (projected for 2025). This whitepaper explores the technical
architecture, businessmodels, market insights, and a SWOTanalysis, positioning
GoPaperless Agent as a key enabler of Vietnam’s digital transformation.

2 Introduction

Vietnam’s digital transformation, driven by government initiatives such as De-
cree 59/2022/ND-CP and Decree 130/2018/ND-CP, is accelerating the adoption of
digital identities and signatures. With over 1.5 million digital certificates is-
sued by 2023 and a projected e-commerce market of $16 billion by 2025, the
demand for secure and scalable digital signing solutions is surging. GoPaper-
less Agent, developed by Mobile-ID Technologies And Services Joint Stock Com-
pany, serves as a middleware platform that integrates VNeID with licensed CAs
and third-party applications, streamlining digital signing and certificate man-
agement. This whitepaper details its technical capabilities, business potential,
market insights, and strategic positioning as of July 24, 2025.

3 Market Insights

Vietnam’s digital economy is poised for significant growth, driven by govern-
ment policies and increasing adoption of digital technologies.

3.1 Digital Certificate Market

• Growth: Over 1.5 million digital certificates were issued in Vietnam by
2023, with a projected annual growth rate of 15% through 2025, driven by
mandates for digital signing in tax, customs, and social insurance.

• Remote Signing: Decree 130/2018/ND-CP promotes Remote Signing, elim-
inating the need for USB Tokens and increasing demand for cloud-based
solutions like GoPaperless Agent.

• Cybersecurity Needs: With over 659,000 cyberattacks reported in 2024,
secure digital signing solutions are critical for enterprises and government
agencies.

3.2 E-Commerce and Digital Transformation

• E-Commerce Market: Projected to reach $16 billion by 2025, with a 21.5%
CAGR, driven by platforms like Shopee and Lazada.
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• VNeID Adoption: Vietnam’s national digital identity platform, VNeID, is
central to digital transformation, with approximately 30–40% active users
as of 2025, creating opportunities for integrated solutions.

• AIandAutomation: The global AIAgentmarket is expected to reach $103.6
billion by 2032 (CAGR 44.9%), highlighting the potential for automated cer-
tificate management solutions.

Table 1: Growth of Digital Certificates and E-Commerce Market in Vietnam
(2023–2025)

Year Digital Certificates (Million) E-Commerce Market Size ($B)
2023 1.500 12.7
2024 1.725 13.8
2025 1.984 16.0

4 Technical Overview

4.1 System Architecture

GoPaperless Agent operates as a middleware layer, facilitating secure commu-
nication between VNeID, Remote Signing CAs, and third-party applications. Its
architecture includes:

• API Gateway: Supports RESTful APIs for integration with VNeID and mul-
tiple CAs (e.g., VNPT-CA, Viettel-CA, FPT-CA).

• Authentication Module: Leverages VNeID’s Level 2 authentication (OTP,
biometrics) for secure identity verification.

• Signing Engine: Implements cryptographic standards (RSA, ECC) compli-
ant with Vietnamese regulations.

• Application Integration Layer: Enables direct signing in Adobe Acrobat,
Microsoft Office, and tax/customs systems.

• Certificate Lifecycle Management: Automates issuance, renewal, and re-
vocation of digital certificates.

4.2 Key Features

• VNeID Integration: Seamless identity verification and digital signing via
VNeID.

• Multi-CA Support: Compatibility with all licensed Remote Signing CAs.

• Application Compatibility: Direct signing in Adobe, Microsoft Office, and
tax/customs systems.

• Certificate LifecycleManagement: Automated processes for issuance, re-
newal, and revocation.
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• Security Standards: Compliance with ISO 27001 and Vietnam’s cyberse-
curity regulations (Decision 749/QD-TTg).

• User-Friendly Interface: Intuitive design for both technical andnon-technical
users (based on Figma prototypes).

4.3 Technical Advantages

• Scalability: Handles high transaction volumes for enterprise and govern-
ment use.

• Flexibility: Middleware design supports diverse applications and CAs.

• Security: Robust encryption and authentication ensure data integrity.

5 Business Model and Commercialization Strategy

5.1 Business Models

• Freemium Model: Free basic signing and certificate issuance, with pre-
mium features (e.g., lifecyclemanagement,multi-user support) at $5–$20/month.

• EnterpriseLicensing: Tailoredpackages for SMEs, priced at $100–$500/month
based on user count or certificate volume.

• Transaction-BasedPricing: $0.10–$0.50 per signature or certificate issuance,
ideal for high-volume users.

• Partnership Revenue: Commissions from CAs for certificate issuance and
renewals facilitated through GoPaperless Agent.

• E-Commerce Integration: Collaboratewith platforms like Shopee andLazada
for transaction signing, earning transaction fees.

Table 2: Projected Revenue Distribution for GoPaperless Agent

Revenue Stream Percentage (%)
Freemium 30
Enterprise Licensing 40
Transaction-Based 20
Partnerships 10

5.2 Market Penetration Strategies

• Windows Store and App Store: Target enterprises via Windows Store
(80% PCmarket share) and high-income users via App Store (13.8%mobile
market share).

• ASO: Optimize app listingswith keywords like “VNeID signing,” “digital cer-
tificate management.”

• Government Partnerships: Integrate with tax, customs, and social insur-
ance systems to support public sector workflows.
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• Marketing Campaigns: Leverage social media (X, TikTok), KOLs, and tech
events (e.g., Bluebird Award).

• EnterpriseOutreach: Target SMEs infinance, real estate, and e-commerce.

6 SWOT Analysis

Table 3: SWOT Analysis of GoPaperless Agent

Strengths Weaknesses
- Seamless VNeID integration, align-
ing with national digital transfor-
mation.

- Limited VNeID adoption (30–40%
active users).

- Multi-CA compatibility for flexibil-
ity.

- High development costs for multi-
platform support.

- Integration with Adobe, MS Office,
tax/customs systems.

- Limited brand awareness, requir-
ing robust marketing.

- Automated certificate lifecycle
management.

- Technical complexity for integra-
tion.

Opportunities Threats
- Growing $16B e-commerce market
and digital certificate demand.

- Competition from VNPT-CA,
Viettel-CA, FPT-CA.

- Government support for VNeID
and digital transformation.

- Cybersecurity risks (659,000 at-
tacks in 2024).

- Potential for international expan-
sion with CA partnerships.

- Regulatory changes impacting Re-
mote Signing.

- Collaboration with e-commerce
platforms (Shopee, Lazada).

- Low user awareness of VNeID ca-
pabilities.

Table 4: SWOT Impact Analysis for GoPaperless Agent

SWOT Factor Impact Score (1-10)
Strengths 8
Weaknesses 6
Opportunities 9
Threats 7

7 Conclusion

GoPaperless Agent is a transformative middleware solution that empowers se-
cure digital signing and certificate management through VNeID integration. Its
technical strengths, including multi-CA support and application compatibility,
combinedwith strategic businessmodels, position it to capture a significant share
of Vietnam’s digital certificate and e-commerce markets. By addressing chal-
lenges such as VNeID adoption and competition through robust marketing and
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partnerships, GoPaperlessAgent iswell-positioned to driveVietnam’s digital trans-
formation.

8 About the Author
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